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1. OBIIIASI XAPAKTEPUCTUKA PABOYEN ITPOI'PAMMBI
OI1.06 OcHoBbI HHGOPMAIIMOHHON 6€30MacHOCTH

1.1. Ob6nacTs npuMeHeHus1 padoyveil MPOrpamMMbl

Pabouast nmporpamMmma AMCHMIUIMHBI pa3paboTaHa Ha ocHoBe denepaibHOTO
roCyAapCTBEHHOTO 00pa30BaTENbHOTO CTaHJapTa CPEAHEro MPodecCHOHATBHOTO
oOpazoBanus 10 croenuanbHoctd 09.02.12 TexHudeckas dKCIUTyaTallds U
conpoBokaeHue  uH@opmanuoHueix  cucreM  (I[Ipukaz ~ MunucrepcTBa
npocsenieHus Poccuiickort ®enepannu ot 10 mapra 2025 r. N 184) u sBusercs
4acThi0 00pa3oBaTENbHON MpPOrpaMMbl B YAaCTH OCBOCHHUSI COOTBETCTBYIOIIMX
obmux kommeTeHmuit (naiee — OK)

Kon
HaumeHnoBaHue KOMIIETEHIINH
KOMIIETEHIIUU
OK 01 Bo16upath criocoOb! perieHus 3a1a4 NpopecCUOHaNbHON AESITEIbHOCTH

IMPUMCHUTCIIbHO K PA3JIMYHBIM KOHTCKCTAM

Hcnonp30BaTh COBpEMEHHBIC CPEICTBA TIOUCKA, aHAIM3a M MHTEPIIPETAIIH
OK 02 uH(popMaluu, 1 UHOOPMALIMOHHBIE TEXHOJIOTHH IS BHITIOJTHEHUS 3a7a4
poeCCHOHAIBHON e TEIHbHOCTH

[Tonp30BaTbCst MPOPECCHOHANBHON TOKYMEHTAIIMEH Ha TOCY1apCTBEHHOM U
MHOCTPaHHOM $I3bIKax

OK 09

1.2. MecTo IMCHUIUIMHBI B CTPYKTYype 00pa3oBaTe/ibHOI MPOrpaMMbl

Hucrummaa  OI1.06  «OcHoBbl  WHGOPMAIIMOHHONW  0€30MaCHOCTHY
OTHOCHUTCSIK 00111enpodeCCHOHATBHOMY ITUKITY.

1.3. He.]'lb U IVNIAHUPYEMbIC PE3YJIbTAaThl OCBOCHHUA TUCHHUILJIMHBI

YMenust:

pacmo3HaBath 3ajady W/wik TpoliemMy B MpodecCHOHATBHOM W/WIH
COI[MAJIbHOM KOHTEKCTE, aHAJIM3UPOBATh U BBIIEIATh €€ COCTaBHbIE YaCTH

ONpENeNIATh d3Talbl PEUIEHUs 3aJaud, COCTaBIIATh IUIAH JEUCTBUS,
peann30BBIBATH COCTABJICHHBIN TUTAH, ONIPEIETISATh HEOOXOUMBIE PECYPCHI

BBISIBJISITE W A(PPEeKTUBHO HCKaTh UHQPOPMAIMIO, HEOOXOAUMYIO ISt
peuIeHus 3a1a4u U/ uim npoodIeMbl

BJIJIETh aKTyaJIbHBIMU METOJaMU PadOThl B MPO(PECCHOHATBLHON U CMEKHBIX
chepax

OIICHUBATh PE3yJbTaT U TMOCIEJACTBUS CBOUX JEHUCTBUU (CaMOCTOSTEIHLHO
WJTU C TIOMOIIIbIO HACTAaBHUKA)

3HaHuUA:

aKTyaJbHBIM TPO(ECCHOHATBHBI W COIMATBHBIM KOHTEKCT, B KOTOPOM
MPUXOAUTCS pabOTaTh U KUTh




CTPYKTypa TjIaHa JyIsl PEIICHHs 3a/1ad, aJrOpPUTMBI BHITIOJHEHUS padoT B
npodecCHOHAIEHON U CMEXHBIX 00JIacTIX

OCHOBHbBIE MCTOYHUKM MH(POPMALIUUA U PECYPCHl NIl PEIICHUS 3a/1ay W/Uiu
po06ieM B IpodecCHOHaTFHOM H/WIIH COIMATbHOM KOHTEKCTE

METO/1bl pa0OTHI B MPOGeCcCHOHANIBHONU U CMEXKHBIX chepax

NOPAJIOK  OIIEHKHA PE3yJbTaTOB peHIeHUs 3agady  MnpodecCUuOHANIbHOU
JEeSATEIbHOCTH

YMenHus:

OTpEeNeNATh 3ala4d JUIs TOMCKa WH()OpPMAaIUH, IUIAHHPOBATH MPOIECC
TIOWCKa, BBIOMPATh HEOOXOAMMBIE HCTOYHHKH WH(OPMAIHH

BBIJICIISITh HanOoJIee 3HAUMMOE B TIepeyHe MH(OPMAINK, CTPYKTypUPOBAThH
NoJTy4yaeMyro HHPOpMAIIio, 0QOpPMIISTh pe3yIbTaThl MOKCKA

OLIEHUBATh MTPAKTHYECKYIO 3HAYMMOCTh PE3yIbTaTOB MOMCKA

IPUMEHSTh CpelCcTBAa HMH()OPMAIMOHHBIX TEXHOJIOTMH ISl  peUIeHUs
npodecCHOHANBHBIX 3a/1a4

HCIIOJIb30BaTh COBPEMEHHOE IpOTrpaMMHOE obecrieyeHne B
npodecCUOHATBHOMN 1eATEIbHOCTH

UCIIONB30BaTh  pa3iuyHble  UU(GPOBBIE  CpeACTBA  JUISL  PELICHUSA
npodecCHOHANBHBIX 3a/1a4

3HaHUS:

HOMEHKJIAaTypa  HWH(OPMALMOHHBIX  HCTOYHHMKOB, MPUMEHIEMBIX B
npo¢eCCUOHATIBHON JIEATEIIbBHOCTH

MIPUEMBI CTPYKTYpPUPOBaHUs HHPOPMAITUU

dopmar odopmileHUs pe3yabTaTOB MOKUCKA HHPOPMALIMH

COBPEMEHHBIE CpE/ICTBA U YCTPOMCTBA HMH(POpPMATH3ALUH, TMOPSIIAOK HX
IPUMEHEHUS U

nporpaMMHoOe obecrieueHue B MPOGECCHOHATBHON JEATENbHOCTH, B TOM
qucie nudpoBbie cpecTBa

YMenus:

NOHUMaTh OOHIMM CMBICI YETKO HPOM3HECEHHBIX BBICKA3bIBAHUNM Ha
U3BECTHBIE TeMbI (Ipo(eccroHaIbHbIE U OBITOBBIE), IOHUMATh TEKCTHI HA 0a30BbIE
npo¢eCCUOHANIbLHBIEC TEMBbI

y4acTBOBaTh B IMAJIOTaX HA 3HaKOMbIE 001ME U POodecCuOHATbHBIE TEMbI

CTPOUThH MPOCThIE BBICKA3bIBaHUS O ce0e U O CBOEW MPOPECCHOHAIBHON
NeATETbHOCTH

KpaTKO OOOCHOBBIBaTb M OOBSACHATH CBOM JCHCTBUSA (TEKyluue U
MJIAHUPYEMBIE)

nucaTh MPOCTHIE CBSI3HBIE COOOIEHUS HA 3HAKOMBIE WJIM HHTEPECYIOLINE
po¢eCCHOHAIIBHBIC TEMBI

3HaHU:



mpaBuja TOCTPOCHHS TMPOCTBIX W CIOXKHBIX  TPEAJIOKEHWA  Ha
npodeccuoHaTbHbIC TEMBI

OCHOBHBIE 00IICYITOTPEOUTEIbHBIE I1arojbl (ObITOBas U MpodecCHOHAIbHAS
JICKCUKA)

JICKCUYCCKUN MHUHHMYM, OTHOCSIIIUACS K OIMMMCAHUIO MPEIMETOB, CPEACTB U
IIPOIECCOB MPO(ECCHOHATBHOM IEeATETHHOCTH

0COOCHHOCTH MPOU3HOIICHHSI

MpaBujia YTEHUS TEKCTOB MPOdeCCHOHATBHON HAMMPABIEHHOCTH



2. CTPYKTYPA U COAEP KAHUE JTUCIIUITJIMHBI

2.1. O0bem yueOHOM NMCHMILUIMHBI M BHABI Y4e0OHO padoThl 1JIsl OYHOMI

¢popmbl 00yueHust

Bup yae6Ho# paboThl

O0bEeM YacoB

MakcumanbHas yueOHast Harpy3ka (BCEero) 42
OO0s3aTenbHbIC ayIUTOPHBIC YUeOHbIE 3aHATHSI (BCETO) 38
B TOM YHCIIE: -
JIEKITUHA 19
IIPaKTUYECKUE 3aHITHS 19
nabopaTopHbIe 3aHATHUS -
KypcoBas paboTa (IIpoeKT) -
Koncynpranuu -
CamocTosTenpHas padora o0ydaromerocs (BCero) 4

B TOM YHCJIC:

IIOBTOPCHUC u 3aKpPCINICHUC  PaAHCC HU3YUYCHHOI'O

PCKOMEHAOBAHHBIX UCTOYHUKOB U JIMTCPATYPHI, ITIOATOTOBKA K J'Ia60paTOpHBIM

MaTrcepuajia,

3aHATHUAM

BEITIOJTHEHHE JIOKIaIa U pedepara

[TpomexxyTouHas arrectanus B popme 3auera

2.2. O0beM yueOHOH JUCHUIIMHBI U BBl YUeOHOH padoThl 11l 3204HOM

¢opmbl 00yueHust

Bun yue6Ho# paboTbl

O0BeM 4acoB

MakcumanbHasi yueOHas Harpy3ka (Bcero)

42

O0s3aTenbHbIE ayAUTOPHBIE YUEOHbIE 3aHATHUS (BCETO)

12

B TOM YHCJIC:

JICKIINH

MPAaKTUICCKUC 3aHATUA

8
4

J1a00paTOpPHBIE 3aHITHS

KypcoBasi paboTa (TIpoeKT)

KoHncynpranuu

CamocTtosTrenpHas paboTa o0ydaromerocs (Bcero)

B TOM YHUCJIC:

MOBTOPEHUE W  3aKpelieHue paHee

PEKOMEHAOBAHHBIX UCTOYHUKOB U JIMTECPATYPHI, IOATOTOBKA K J'Ia60paTOpHI)IM

HU3Y4YCHHOI'O Martcpuaa,

3aHATUAM

BBIITOJIHCHUEC JOKJIaga U pe(bepaTa

HpOMC)KYTO‘-IHaSI arrecranus B (I)OpMC 3a4ycTa




2.3. TemaTu4eckuii IJIaH U coJep:KaHMe TUCHUIINHBI 1JIsl 0UHO GopMbI 00yUeHHsT

HanmenoBanne pasaciioB u
TEM

Copepxanue yueOHOro MaTtepuaina U GopMbl OpraHU3aUuN
JESTEIIbHOCTH 00YJArOIIUXCSl, BKIIOYAst aKTUBHBIC U (WJTH)
WHTEPAKTUBHBIC ()OPMBI 3aHITHIA

O0BeM
4acoB

Konapr komneTeHuit, GopMHUpOBaHUIO
KOTOPBIX CLIOCOOCTBYET 3JIEMEHT
IPOrPaMMBI

Tema 1. OcHOBHBIE NOHATHUA U
MIPUHIIAITE HKHPOPMAIIHOHHOM
0€e30IMacHOCTH

Conepxkanue y4eOHOTO MaTepHaa:

[Tonsarue nadopmarnmonHoi 6ezonacuoctu (Mb). OcHoBHBIE
cocTaBJIsoNIe MHGOpMaMOHHON 0€30MacHOCTH:
KOH(UIACHIIMATBHOCTD, LEIOCTHOCTD, IOCTYITHOCTD (TpHaaa
CIA). Yrpo3sl nHhopMamoOHHOH 0€30MacHOCTH:
KJIaccU(UKaLus, UCTOYHUKH, OOBEKTHI BO3JICHCTBHS.
OcHOBHBIE BU/IBI YSI3BUMOCTEH HH()POPMAITMOHHBIX CUCTEM.
[TpyuHIMIIBI TOCTPOSHHS CUCTEM 3AIIUTHI HH(POPMAIHH.
3aKoHOIaTeTbHBIE  HOPMATHBHBIE OCHOBBI

nH(popMannonHoi 6e3omacHocTy B Poccutickoit deneparuu.

Jlexuun

Beenenue B uHpopMaimonnyto 6e3onacHocts. Tpuaga CIA.
Knaccudukanus yrpos u ya3sumocteid. OCHOBHBbIE
MIPUHLIMITBI ¥ METO/IbI 3aIIUThl HUH(popmanuu. [TpaBoBoe
obecneyenue b

[IpakTuueckue 3aHATHS, CEMUHAPbI

Cemunap-nuckyccust "Axkryansnbie yrpossl b B
COBpeMEHHOM Mupe". AHa/IN3 KeHCOB 110 HAPYILIEHUIO
KOH(HIEHIIMATIbHOCTH, ETIOCTHOCTH U JOCTYITHOCTH
nHpopmanuu. Pabora c HopMatuBHbIME ToKyMeHTaMu (D3-
152 "O nepcoHaNbHBIX AAHHBIX").

CamocrosiTenpHas paboTa 00yJIaronuxcst

N3ydenne ocHOBHBIX monoxkenud @3-152 u ©3-187.
[ToaroroBka pedepara Mo 0OJJHOMY U3 BHJIOB COBPEMEHHBIX
kubepyrpo3. CocraBieHue raoccaprsi OCHOBHBIX TEPMUHOB
o Ub.

OK 01, OK 02, OK 09




Tema 2. 3amura unpopmanuu
OT BPEIOHOCHOTO
MPOrpaMMHOTO 00ecTIeueHUs

Coneprxanue yueOHOro MaTepuaa:

Knaccugukanus BpeZJOHOCHOTO MTPOrpaMMHOTO 00ecreueHuUs
(BUpyCHI, 4epBH, TpOsHbI, noHcKkoe I10, ransomware).
MexaHu3Mbl paclpoCTpaHEeHUs U e atak. [IpusHaku
3apakeHust KoMmnbroTepa. [IpyHIMIBEl paboThl AaHTUBUPYCHOTO
I1O: curHarypHbIil aHaIU3, 3BPUCTUUYECKUM aHAIN3,
IIpOaKkTUBHAA 3anuTa. COBpEMEHHBIE aHTUBUPYCHBIE
pEILIeHNs U UX CPaBHUTEIbHBIN aHanu3. OpraHu3allioOHHbIE
MepbI 3alIUTHI 0T BpenoHocHoro 110

11

Jlekuuun

Knaccudukanus u xapakrepuctuka BpegonocHoro I[10.
MerTo/ibl pacCIpOCTPAHEHUS U MEXAHU3MBbI BO3JICHCTBUA.
[IpyuHUMIIBI U TEXHOJIOTUU AHTUBUPYCHOM 3aIMTHI.

[IpakTrueckue 3aHATHs, CEMUHAPbI

Paz6op peabHBIX HHIUIEHTOB, CBSI3aHHBIX C BPEAOHOCHBIM
[10. CpaBHuTenbHbIN aHanu3 QyHKIMOHAJA TOMYJISPHBIX
AHTUBHUPYCHBIX IIAKETOB.

CamocTosTenbHas paboTa o0yJyaroumxcs

HccnenoBanne COBpEMEHHbBIX TEHACHIIMN B pa3BUTUU
BpenoHocHoro I10. TlogroroBka oryera mo HacTponke
aHTHBHpYca. AHaIu3 Mep 6€30MaCHOCTH IPU paboOTe B CETH
Wutepner.

OK 01, OK 02, OK 09

Tema 3. Kpunrorpaduueckue
METO/IbI 3aILIUTHI
uH(popManun

Coneprxanue yueOHOro MaTepuana:

OcHoBHbIE NOHATUS KpunTorpaduu: mmdppoBaHue,
nemudpoBaHue, Kirod, anroputM. CUMMETpUYHbIE U
aCHMMETPUYHBIE KPUIITOCHCTEMBL. DJIeKTpOHHas nudpoBast
nojnuchk (DLI): HazHaueHue, MPUHIUIBI paOOTHI U
npuMeHeHne. Xo1I-(QyHKIINHA U UX HCIIOJIb30BaHHE IS
KOHTPOJIS 11eJocTHOCTH. Kpunrorpadudeckre npoToKobl
(SSL/TLS). OcHoBbI cTeranorpagum.

11

Jlexkun
Hctopus u ocHOBHI kpuntorpapuu. CHMMETpUYHOE U
acCMMeTpUYHOe mHudpoBaHue. DIeKTpoHHAs HUPOoBast

OK 01, OK 02, OK 09




noanuck u xsul-pynkuuu. [lpumenenue kpunrorpaduu B
COBPEMEHHBIX NHPOPMAITMOHHBIX CUCTEMaX.

[IpakTuueckue 3aHATHS, CEMUHAPbI

Pemenwue 3a1a4 Ha MpUMEHEHHE 0a30BBIX AJITOPUTMOB
muppoBanusa. Ananus npumenenust SSL/TLS na BeG-caiiTax.
Pa36op mpakTudecknx aciekToB ucrosb3oBanus JIIII.

CamocrosrenbHas padora 00ydaromuxcs

N3yuenue anropurmoB mudposanus (AES, RSA).
[TonroToBka nmpe3eHTanyy Mo NPUMEHEHHUIO KpUnTorpaguu B
oJHOM n3 obnactel (OaHKUHT, TOCYCIYTH U T.1.). Pemenue
3aJa4 M0 pacyeTy X31-(QyHKIH.

Tema 4. OcHOBEI
0e30macHOCTH
KOMITBIOTEPHBIX CETEN U
OTEPAIIMOHHBIX CUCTEM

Coneprxanue yueOHOTo MaTepuara:

Yrpo3bl 0€30MaCHOCTH B KOMIBIOTEPHBIX CETSIX:
npociymmBanue tpapuka, MITM-ataku, ckanupoBaHue
noptoB, DoS- u DDoS-ataku. MexceTeBble 3KpaHbl
(daiipBoJIbl): BUIBI, IPUHIIUIIBI PAOOTHI U TTOJIUTUKU
6e3omacHocT. CucTeMbl 0OHAPYKEHUS U MPEAOTBPAILICHUS
Bropxkeruit (IDS/IPS). OcHoBbI 6e3011acHON HACTPOUKHU
OTIepPAIIMOHHBIX CUCTEM. AyTeHTU(DUKAIHS U YIIpaBICHHE
noctynoM. bezonacHOCTh 6eCTIPOBOJIHBIX CETEH.

11

Jlekuun

VYrpo3bl ceTeBoil 0€30MaCHOCTH U METObI TPOTHUBOIEHCTBUS.
[TpuHIUIBI paOOTHI M HACTPOMKH MEXKCETEBBIX SKPAHOB.
OcHoBbl 6e30macHoi koHpurypanuu OC. 3ammra
OeCIPOBOTHBIX CETEH.

[IpakTHueckue 3aHATHs, CEMUHAPbI

AHanu3 BUJIOB CETEBBIX aTaK U crmoco0o0B 3amuThl. Pazdop
Ke¥coB Mo HacTpoiike (arpBona. CeMuHap MO MOJTUTHKAM
MapoJIbHOM 3aIIUTHI ¥ YIIPABIECHUIO TOCTYIIOM.

CamocTosiTenpHast paboTa 00yJaronuxcs

Uccnenoanue coBpemeHHbIXx DDoS-aTak 1 METOI0B 3aITUTHI
oT HuX. CocTaBleHHE PEKOMEH AU 110 OE30IacHOM
Hactpoiike OC. [ToaroroBka oT4yeTa Mo aHaau3y

OK 01, OK 02, OK 09




0e30macHOCTH ,Z[OMaHlHCI;'I CCTHU.

Koncynbranun

HpOMe)KYTO‘IHaH aTTrecranus

3auem

Bcero

42

2.4. TemaTu4ecKuil JIaH U coAep:KaHue TUCHUIIMHBI 1JIs1 3204HOH GopMBbI 00yUeHHsI

HaumenoBanue pas3aciioB u
TEM

Copneprxanme yueOHOTO MaTepuana U GOpMbI OpraHU3aIuu
JeATEILHOCTH 00YYaIOIINXCS, BKIIIOYast aKTHBHBIC U (HJIH)
MHTEPAKTUBHBIE (POPMBI 3aHATUI

O0BeM
4acoB

Koxpr komnierenuii, hopMupoBaHuio
KOTOPBIX CLIOCOOCTBYET 3JIE€MEHT
IIPOrpamMMBl

Tema 1. OcHOBHBIE NOHATHUA U
MIPUHIIAITE HKHPOPMAIIHOHHOM
0€e30IMacHOCTH

Conepkanme y4eOHOro MaTepHaa:

[Tonsarue nadopmarnmonHoi 6e3onacuoctu (Mb). OcHoBHBIE
cocTaBJIsoNIMe MHGOpMaMOHHON 0€30MacHOCTH:
KOH(HIECHIINATBHOCTb, IIEIOCTHOCTD, IOCTYITHOCTD (TpHana
CIA). Yrpo3sl uHPOpMAIIOHHOM 0€30MaCcHOCTH:
Kiraccu(UKanus, ICTOYHUKH, 00BEKTHI BO3JICHCTBHUSI.
OcHOBHbIE BU/IbI YSI3BUMOCTEH MH()OPMAIITMOHHBIX CUCTEM.
[TpUHIUTIBI TOCTPOCHHUS CHCTEM 3aIUTHl HH(POPMAITIH.
3aKoHOIaTeIbHbIE U1 HOPMATHBHBIE OCHOBBI
nHpopmanoHHon 6e3onacHocTy B Poccuiickoit @enepanuu.

11

Jlekuun

Beenenue B uHpopMaimonnyto 6e3onacHocts. Tpuana CIA.
Knaccudukanus yrpos u ys3sumocteir. OCHOBHbBIE
MIPUHITUTIBI B METOIBI 3auThl HHOopMaruu. [IpaBoBoe
obecnieuenue b

OK 01, OK 02, OK 09




[IpakTuueckue 3aHATHS, CEMUHAPbI

Cemunap-auckyccust "AkryanbHbie yrpo3sl Ub B
COBPEMEHHOM MHUpe". AHaNN3 KEMCOB M0 HAPYIICHUIO
KOH(HIEHIIMATBHOCTH, [IEIOCTHOCTH U JOCTYITHOCTH
nHdopmanuu. Pabota ¢ HopmaTuBHBIMU AOoKyMeHTamu (D3-
152 "O nepcoHanbHBIX AAHHBIX").

CamocTosTenbHas pabota o0ydyaroumxcs

N3ydyenne ocHOBHBIX monioskeHnid @3-152 u ©3-187.
[ToaroroBka pedepara o 0AHOMY U3 BHJIOB COBPEMEHHBIX
knoepyrpo3. CocraBieHue riioccapusi OCHOBHBIX TEPMHUHOB
o Ub.

Tema 2. 3amura nadopmaru
OT BPEJJOHOCHOTO
IPOrpaMMHOT0 00ecreueHust

Coneprxkanue yueOHOTo MaTepuara:

Knaccugukanus BpeZJOHOCHOTO TPOrpaMMHOTO 00ecreueHus
(BUpYCBHI, YepBH, TPOsIHBL, mimuonckoe [10, ransomware).
MexaHu3Mbl paclipocTpaHeHys U enu arak. [Tpusnaku
3apakeHust KomnbioTepa. [IprHIMIBI PabOTH AaHTUBUPYCHOTO
I1O: curHatypHbIil aHaIU3, 3BPUCTUYECKUN aHAIN3,
npoakTuBHas 3amnTa. CoBpeMeHHbIE aHTUBUPYCHBIE
pELIECHNs U UX CPAaBHUTEIbHBIN aHanu3. OpraHu3allMOHHbIE
Mepbl 3alIUTHI 0T BpegoHocHoro 110

11

Jlekuun

Knaccudukanus u xapakrepuctuka BpegonoctHoro I10.
MeTtopl pacipoCTpaHEHUS U MEXaHU3MBbI BO3/IEHCTBUS.
[IpyHIMIIBI M TEXHOJIOTUN aHTUBUPYCHOM 3aIUTHI.

[IpakTuueckue 3aHATHS, CEMUHAPbI

Paz6op peanbHBIX HHIIUIEHTOB, CBSI3aHHBIX C BPEAOHOCHBIM
I10. CpaBHuUTENbHBIN aHAMHU3 (QYHKIIMOHAA TOMYSPHBIX
AHTUBUPYCHBIX TAKETOB.

CamocTosTenbHas paboTa o0ydyaroumxcs

UccnegoBanue COBpeMEHHBIX TEHACHIIMI B Pa3BUTUU
BpenonocHoro [10. [TogroroBka oryera mo HacTpomKe
aHTUBUpYca. AHAIN3 Mep OE30MaCHOCTH MPHU paboTe B CETH
HutepHer.

OK 01, OK 02, OK 09




Tewma 3. Kpunrorpadgudieckue
METO/IbI 3aIUTHI
uHpopMaIuu

Coneprxanue yueOHOro MaTepuaa;

OcHOBHBIE OHATHS KpUnTOrpaduu: mudpoBaHue,
nemuppoBaHue, KIro4, anroputM. CHMMETPUYHBIC U
aCUMMETpPUYHbIE KPUIITOCHCTEMBI. DJIEKTpOHHas nudpoBas
noanuck (DLI1): Ha3HavYeHHEe, MPUHITUIIBI paOOTHI U
npuMeHeHne. X3ul-(QpyHKINHA U UX HCIIOJIb30BAaHHE IS
KOHTPOJIS 1IeJI0CTHOCTH. Kpunrorpadudyeckre mpoToKOIIbI
(SSL/TLS). OcHoBBI cTeTaHOrpagum.

10

Jlexun

Hctopus u ocHOBHI kpuntorpapuu. CHMMETPUYHOE U
acUMMeTpUYHOE H(ppoBaHUe. DIIEKTPOHHAas LU poBas
noAnuck U Xsul-gynkuuu. [pumenenue kpunrorpapuu B
COBPEMEHHBIX MH()OPMAIIMOHHBIX CUCTEMAX.

[IpakTrueckue 3aHATHs, CEMUHAPbI

Pemenue 3anay Ha npuMeHeHHE 0a30BbIX AITOPUTMOB
mmdpoBanus. Ananus npumenenust SSL/TLS na BeO-caiitax.
Pa36op mpakTudecknx acekToB ucnonb3oBanus JIIII.

CamocrosTenbHas paboTa o0yJyaronmxcs

N3zyuenne anropurmoB mugppoBanus (AES, RSA).
[ToxroToBka mpe3eHTaIK 0 TPUMEHEHHIO KPUNITOTpaguu B
oJIHOM 13 obnactel (OaHKUHT, TOCYCIYTH U T.1.). Pemenue
3a/1a4 10 pacyeTy XAMI-PYHKIUH.

OK 01, OK 02, OK 09

Tema 4. OcHOBBI
6e30macHOCTH
KOMITBIOTEPHBIX CETEN U
OIIEpaIIMOHHBIX CUCTEM

Copep:xanue yueOHOTO MaTepHana;

VYrpo3bl 6€300aCHOCTH B KOMIIBIOTEPHBIX CETSX:
npocnymBanue Tpapuka, MITM-araku, ckaHupoBaHue
optoB, DoS- u DDoS-ataku. MexceTeBble S3KpaHbl
(paiipBoIbl): BUJIBI, IPUHIHUIIEI paOOTHI U OTUTUKH
6e3onacHocTH. CucTeMbl 0OHAPYKEHUS U PEAOTBPAILEHUS
BropkeHuit (IDS/IPS). OcHoBEI Ge30macHOM HACTPOMKH
OTIEpAI[MOHHBIX CUCTEM. AyTeHTU(DUKAIMS U YIIpaBICHHE
nocTynoM. bezonacHocTs 6€CIpOBOTHBIX CETEH.

10

Jlexkun
YTpo3bl ceTeBOil 0€30MaCHOCTH M METOABI IPOTHBOCHCTBUSI.

OK 01, OK 02, OK 09




[TpuHIMIBL paOOTHI U HACTPOWKU MEKCETEBBIX 3KPAHOB.
OcHoBsl 6e3omacHoi koHpurypanuu OC. 3ammra
0eCIpOBOJIHBIX CETEH.

HpaKTI/I‘-IeCKI/IC 3aHATUSA, CCMUHAPbI

AHanu3 BUJOB CETEBBIX aTaK M croco00B 3amuThl. Pa3zdop
KeiicoB 1o HacTpoiike (aiipBona. CeMUHap MO MOJIUTUKAM
MapOJIHLHON 3aIUTHI U YIPABICHUIO TOCTYIIOM.

CamocrosTenbHast pabota o0ydyaroumxcs

HccnenoBanue coppeMeHHbIX DDoS-aTak ¥ METO0B 3aIlUThI
ot HuxX. CocTaBlieHHe PeKOMEHIalui 1o 0e30MmacHoN
Hactpoiike OC. IlogroroBka otdera 1o aHaau3y
0€30MaCHOCTH JJOMAIIIHEH CETH.

Koncynpranuu

[IpoMexxyTouHas arrecrauus

3auem

Bcero
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YCJIOBUSA PEAVINBALIMU TPOTI'PAMMBI INCHUTIJIMHBI

3.1. TpeOboBanusi K MUHMMAJbHOMY MATEPUAJIBLHO-TEXHUYECKOMY
o0ecre4YeHmnIo:

Kabuner «Mudopmatukuy, OCHaIlIEHHBIH 000PYI0BAHUEM U TEXHUYECKUMHU

CpelICTBaMH O0YyUYECHUS:

- ABTOMaTHU3UPOBAHHOE paboyee MeCTO MPEnoaaBaTelis;

- BUTpPHUHA C AKCIIOHATAMU (KOMILIEKTYIOIIUE
KOMITbIOTEpA, OJIOK TUTAHUS);

- «ITone3nast uHGopManus 715l CTYJIEHTOBY;

- KOMITbIOTEPHBIE CTOJIBI;

- KOMITBIOTEPHI;

- JIOCKa JIJIsl TMChMa MEJIOM;

— undopmarmonnsii crena. [10: OC Windows, Open
Office, UC «KoncynpranT mmocy, «1C: I[penmpustre», AB «Esset»;

— TEMaTUYECKUC CTCH/IBI «Hcropus pa3BUTHS
BBEIYHCIIUTEIILHON TEXHUKN, « TexHrnKa 06e30MmacHOCTH B KabuHeTe NH(DOPMATUKIY,
«S13b1k IporpammupoBanus PASCAL»

3.2. HapopmanuoHHOe oOecnedeHne peau3alu NPporpaMmMbl

Jnsa  oOecnedyeHuss ~ KayeCTBEHHOIO  oOpa3oBaTeNbHOrO  Ipoliecca
IPUMEHSIOTCS ClIeAYIOLIe 00pa30BaTeIbHbIe TEXHOIOTHUH:

TpanuuroHHbIE: TpaJAMLMOHHAA JIEKUUSA, JICKIUSA-IPE3CHTAlUs, JICKIH-
JIMAJIoT, CEMUHAPCKOE 3aHATHE C PEIICHUEM CUTYallMOHHBIX 33]1a4, TECTUPOBAHUE;

NHTepakTUBHbIE M WHHOBALMOHHBIC: MPOOJIEMHbIE JIEKIIMHM W MO3TOBOM
HITYPM, I€JTOBBbIE UTPbI, KPYTJIbIE CTONbI, KOH()EPEHIMHU, HAYYHbIE KPYXKKH U JIp.

3.3. UudopmannoHHoe odecnevyeHue 00yueHust
3.3.1. OcHOBHbBIE HCTOYHUKH

1. Kazapun, O. B. OcHoBbl nH()OpMAIIMOHHOW 0€30MaCHOCTHU: HAJICKHOCTh
U 0e30MacHOCTh TMPOTPaAaMMHOTO OO€cTeueHUs : Yy4eOHUK I  CPETHEro

npodeccuonansuoro obdbpaszoBanmsi /| O. B. Kazapun, W. b. lllyOunckuit. — 2-e
3. — Mocksa : M3gatensctBo FOpaiit, 2025. — 352 ¢. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-19384-8. — Tekcr : 2JIEKTpOHHBIN //
OOpazoBaTenbpHas matdopma Opaiit [caliT]. — URL:

https://urait.ru/bcode/580668

2. BuykoB, A.A. OcHOBbl HMHPOPMALMOHHON OE30MAaCHOCTH: 3allluTa
uHpopmaluu :  ydyeOHOoe mocobue I cpeaHero  npodeccHOHaIbHOTO
oOpazoBanusi / A. A. BuykoB. — 3-e wu3n., mnepepab. u jgomn. — Mocksa :

N3natensctBo FOpaiit, 2024. — 161 ¢. — (IlpodeccuonansHoe oOpazoBaHue). —
ISBN 978-5-534-13948-8. — Tekcr : omektponHbd // OOpa3zoBarenbHas



https://urait.ru/bcode/580668

wiatpopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/542340 (mata
obOpamenus: 28.11.2025).
3.3.2. JIONOJTHUTEIbHbIE HCTOYHUKH

1. Ilepbak, A.B. WnadopmanuonHas 0€30MacHOCTb : YYEOHHK IS

cpeadero mnpodeccuoHanbHOrO oOpaszoBanus /  A. B. lllepbak. — 2-¢ wu3n.,
nepepadb. u gom. — Mockpa: WM3garensctBo IOpaiit, 2025.— 252c¢.—
(ITpodeccuonanpuoe obpazoBanue). — ISBN 978-5-534-20154-3. — Teker :
amekTpoHHbI //  OOpa3oBatenbHas 1uiatrgopma FOpaiit [caiit]. — URL:

https://urait.ru/bcode/567521

2. 3enkoB, A.B. HWudopmanmonnas 06e30macHOCTp MW 3alluTa
uHbopMaIuy : yueOHuK 17 By30B / A. B. 3enkoB. — 2-e u3., nepepad. u aom. —
Mocksa : M3gatenbctBo FOpaiit, 2025. — 107 c. — (Bwicmiee oOpazoBanue). —
ISBN 978-5-534-16388-9. — Tekct : onektponHblii // OOpa3zoBarenbHas
wiatdopma FOpaiit [caiir]. — URL: https://urait.ru/bcode/567915

3.3.3. [lepeuenb uH(popManMOHHBIX pecypcoB ceTH « AHTEepHET»

Ne HaumenoBanue [N'unepccpuika
/T
MuHHCTEPCTBO HAYKH U
1. BBICIIIETO 00pa30BaHMS https://minobrnauki.gov.ru
Poccuiickon ®enepannmu:
2. MHHHCT?pCT]iO TTPOCBETICHEA https://edu.gov.ru
Poccuiickon @enepanmmu:
denepanbHas Ciryx0a 1mo
3. | Ham3opy B cepe oOpazoBaHHS U http://obrnadzor.gov.ru/ru/
HAyKH:
4, q)eﬂfpaanHﬁ opTat http://www.edu.ru/.
«Poccuiickoe 06pa3oBaHue»:
DJIEKTPOHHO-0MOIMOTeUHAs
5. cucTeMa https://znanium.ru/
«Znaniumy:
6. | 7eKTPOmHai OnOmIOTE AN https://biblio-online.ru/
cuctema HOpaiit:

3.2.4. IlepeyeHb NPOrpaMMHOIo odecrneyeHust

1. 1C:IIpennpusitue 8 - CyOnuuen3nonHbiii gorosop ot 02.07.2020 Ne
KOC-2020-00731;

2. CnpaBouno-nipaBoBas cuctema "Koncynsrantllmoc" - JloroBop Ne 96-
2023 / RDD ot 17.05.23


https://urait.ru/bcode/567521
https://minobrnauki.gov.ru/
https://edu.gov.ru/
http://obrnadzor.gov.ru/ru/
http://www.edu.ru/
https://znanium.ru/
https://biblio-online.ru/

3. CmpaBouno-nipaBoBasi cucrema "['apant" - JloroBop Ne CK 60301
/01/24 ot 30.11.23;

4. Microsoft Office - CyOmuiensuonnsiii goropop ot 12.01.2017 Ne
Bx 10 _123015-2017. JIuensus OfficeStd 2016 RUS OLP NL Acdmc;
5. AatuBupyc Dr.Web Desktop Security Suite - JIuiieH3MOHHBIN TOTOBOP
Ne 080-S00258L o mpegocTaBieHUH MpaB HAa MCIOJIb30BaHUE MPOrpamMm

st 9BM ot 18 urons 20251
6. LibreOffice - CsoboxHo
oOecrieueHue;

pacrpocTpaHsieMoe  MPOTPaMMHOE

7. 7-Zip - CBoOOHO pacmpocTpaHsIeMoe MTPOrpaMMHOE 00eCIICUeCHHUE

OTCYCCTBCHHOI'O ITPONU3BOACTBA

4. KOHTPOJIb U OLIEHKA PE3YJILTATOB OCBOEHMS
TV CHUTLIAHBI

4.1. ®opMbI U METObI KOHTPOJISI Pe3yJIbTATOB 00yUEeHUSA

Pesynbrarel 00ydeHus

CDOpMBI 1 MCTOABI KOHTPOJIA U OLICHKHU

YMeHus:

pacrio3HaBath 3ajauy u/win npodiaemy B
npo¢eCCHOHATIBHOM H/MIIN COLMAIbHOM
KOHTEKCTE, aHAIU3UPOBATh U BBIIEIATH €&
COCTaBHBIE YaCTH

OIPEEIIATh ATAlbl PELICHUS 3a4a4H,
COCTaBJIATh TUIaH JACUCTBUSI, PEATU30BbIBATh
COCTaBJICHHBIN IUIaH, ONPEAEIATh HEOOXOUMbIE
pecypcsl

BBISBIIATH U 3()(HEKTUBHO UCKATh UHPOPMAITHUIO,
HEO0XO0IUMYIO ISl PELICHUs 3a]jaud U/ UITH
poOIeMbI

BJIQ/IETh aKTyaJIbHBIMH METO/1aMU pabOThHI B
npodeccnoHaIbHOM U CMEXHBIX cepax
OILICHMBATh PE3YJIbTAT U MOCIEICTBUS CBOUX
JefCcTBUH (CaMOCTOSITENIBHO WK C TIOMOILIBIO
HaCTaBHMKA)

3HaHUA:

aKTyaJbHbII MpodhecCHOHAIBHBINA U
COLIMAJIbHBIM KOHTEKCT, B KOTOPOM IPUXOIUTCS
paboTaTh U KHUTb

CTPYKTypa IUIaHa JAJis pelieHus 3aaad,
AJITOPUTMBI BBITIOJIHEHUS paboT B
poeCCHOHAIBHON U CMEXHBIX 00JIacTIX
OCHOBHbIE HCTOUYHUKH HH(OPMALIUU U PECYPCHI
JUIS peLIeHus 3a1a4d U/Uii poosieM B
po¢eCCHOHATLHOM H/MIIH COLMATBHOM

» KomnproTepHOe TECTHpOBaHNE HAa 3HAHUE
TEPMUHOJIOTHH IO TEME

* TectupoBanue

* KonTposnpHas padota

» CamocTosTenbHas paboTa

* 3amuTa pedepara

» CemuHap

* 3anuTa KypcoBoi paboThI (MMPOEKTa)

* BeImmotHEHHE POEKTa

* HaGmronenue 3a BHINOJTHEHUEM
NPaKTUYECKOT0 3a/1aHusl. (1eATEIbHOCTBIO
CTYJIEHTA)

* O1eHKa BBIIOJTHEHUS TIPAKTHYECKOTO
3ananus(padoThl)




KOHTEKCTE

MeTo/bI paboThI B IPO(HEeCCHOHAIBHOM 1
CMEXHBIX cepax

HOPSI/IOK OLIEHKH Pe3yJIbTaTOB PEIICHUS 3a/1a4
npodeccHoHaTBHON AeATEIPHOCTH

YMeHnus:

OIpeseNATh 3a7auyl JUIsl IOMCKA HH(POPMaLUHY,
IUTAHUPOBATh MPOIIECC TIOMCKA, BEIOUPATD
HE00X0IMMbIE HCTOUHUKU HH(OpMaIIH
BBIJICJIATH HanOoJiee 3HAYMMOE B MIEPEYHE
uHpOpPMAaLIKH, CTPYKTYPHUPOBATH MOTYyYaeMYIO
uHpopManuio, ohOpMIIATh PE3yJIbTAaThl IIOUCKA
OLIEHUBATh MTPAKTUYECKYIO 3HAYUMOCTh
pe3yabTaTOB IOMCKA

IPUMEHSATH CPEeCTBA HHPOPMALIMOHHBIX
TEXHOJIOTUH JUIs peleHus TpodecCHOHATbHBIX
3a1a4

UCTIOJIB30BaTh COBPEMEHHOE IIPOTPAMMHOE
obecrieyeHne B MpodecCuoHaATBHOM
JeSITeTbHOCTH

UCIOJIb30BaTh Pa3IMyuHble IU(PPOBBIE CPENICTBA
JUIs peleHns NpodecCHOHATIBHBIX 3a1a4
3HaHUs:

HOMEHKJIaTypa MH()OPMAIIMOHHBIX HCTOYHHUKOB,
MPUMEHSIEMBIX B MPOQeCcCHOHAIBHON
JeSITeTbHOCTH

IPUEMBI CTPYKTYPUPOBaHUS HH(OpMaIim
dbopmat ohopmiIeHHS Pe3yTbTaTOB MTOUCKA
uHpOpMaLun

COBpPEMEHHBIE CPEICTBA U YCTPOUCTBA
UH(pOpMaTH3aLUH, TOPATAOK UX IPUMEHEHHS U
nporpaMMHoOe oOecrieyeHue B
npodecCHOHATIBLHOMN 1€ TETbHOCTH, B TOM YHCIIE
urudpoBbIe CpesicTBa

Ymenus:

MOHUMATH OOITHI CMBICIT YETKO IMTPOU3HECEHHBIX
BBICKA3bIBAaHUI HA U3BECTHHIE TEMbI
(mpodeccroHanbHbIE U OBITOBBIE), TOHUMATh
TEKCThI Ha 0a30BbIe TPO(HECCHOHATBEHBIE TEMBI
y4acTBOBATh B IMAJiorax Ha 3HAKOMBIEC OOIITHE U
poeCCHOHAIBHBIC TEMBI

CTPOUTH IMPOCTHIE BBICKA3bIBAHMS O ceOe U O
cBoel mpoecCHOHATbHON ACSITEIPHOCTH
KpaTKO 0OOCHOBBIBATh U OOBSCHITH CBOU
JIEeHCTBUS (TEKYIINE U TUTAHUPYEMBIE)




MUCAaTh NPOCTHIC CBA3HBIC COO6H_[€HI/IH Ha

3HAKOMBIE WJI UHTEPECYIOIINE

po(ecCHOHATLHBIC TEMBI

3HaHud:

IMpaBujia MOCTPOCHUA IMTPOCTHIX U CIIOKHBIX

peIoKeHUI Ha MPo(ecCHOHATLHBIE TEMBI

OCHOBHBIC O6H.[Cyr[0Tpe6I/ITeJ'IBHBIC TJ1aroJibl

(6p1TOBAst M IpOo(peccOHaNIbHAS JIEKCHKA)

JIEKCUYECKUN MUHUMYM, OTHOCSLIUKCS K

OIMMHUCAaHUIO IPEAMCECTOB, CPCACTB U ITPOLICCCOB

po(hecCHOHATTLHOM e TEIbHOCTH

0COOEHHOCTH MPOU3HOLLIECHUS

IIpaBujia YTCHUA TEKCTOB HpO(l)eCCHOHaHBHOfI

HaIIpaBJICHHOCTHU

4.2. MeToanuecKre MaTepuaJibl, Onpeaeaoime npoueaypbl oleHuBaHus
9
YPOBH# ¢(hpOPMHUPOBAHHOCTH 3HAHMH U YMEHUH

4.2.1. Kputepun onieHMBaHusA padoThl HA ceMUHape U
y4acTHs B 1eJI0BOH Urpe

«OTIIMYHOY «XOPOUIO» «yJIOBJIETBOPUTEIBHOY» | «HEYJOBIETBOPUTEIILHO
aKTUBHOE y4acTHe, | B ILI€JIOM aKTUBHOE oOyyaromuics oOyyarolmuiicss naer
o0y4aromuiicst cam y4acTHe, IIPABWJIBHO U3JIaraeT | OTBET C CYIIECTBEHHBIMU

BBI3BIBACTCS
OTBEYATh, JIacT
YETKUE, TPAMOTHBIE

oOyJaromuiics 1aet
NpaBUJIbHBIC B
I[EJIOM IPaMOTHBIC

TOJIbKO YacTb
MaTepuana,
3aTpyAHsAeTCs

OIIMOKaMH WU
OTKa3bIBAETCS OTBETUTH
Ha [IOCTaBJICHHBIE

pa3BepHYTHIE OTBETHI, HO JJIs IIPUBECTU MTPUMEPBHI; BOIIPOCHI;
OTBETHI HA YTOYHEHHMSI OTBETA | HEJOCTATOYHO YETKO U HE OTBEYAET Ha
MOCTaBJICHHbIE TpeOyroTcs MIOJIHO OTBEYAET Ha JIOTIOJTHUTEIIbHbBIE
BOIPOCHI, IPUBOJUT HaBOJAILME JIOTIOJTHUTEIIbHBIE BOIIPOCHI;
IIPUMEPHI U3 BOIIPOCBHI; BOIIPOCHI; npodeccuoHaTbLHON
peaybHOM )KM3HH; | JIOCTaTOYHO IOJHOM | IIPU UCHOJIb30BaHUU TEPMHUHOJIOTHEHN He
IIOJIHO U OTBEYAET HA npodeccuoHaTbHON BJIA/IEET WIN JOITYCKAET
000CHOBaHO JIOTIOTHUTEIIbHBIE TEPMHUHOJIOTHH CYILECTBEHHBIE OLINOKHU
OTBEYAET Ha BOIIPOCHI JIOITYCKaeT IIPYU UCIIOJIB30BAHNUN
JIOTIOJIHUTENbHBIE | NP HCIIOIb30BAaHUH HE3HAYUTENIbHbIE TEPMHHOB
BOIIPOCHI; npodeccuoHaIbHON OLINOKH
rPaMOTHO TEPMHUHOJIOTUI
HCIOJIb3YET JIOTTYCKaeT
MTOHATUINHBIN HE3HAYUTEIIbHBIE
amnmapar u OLIMOKH
npodeccroHalbHYIO
TEPMHHOJIOTHIO

4.2.2. Kputepum onleHHBAHUS PelIeHUs] CHTYAllMOHHO-NPUKJIAJTHBIX 3324

«OTIIUYIHO» ‘

«XOpouIo»

‘ «YHOOBJICTBOPUTCIIBHO» ‘ «HCYHOBJICTBOPUTCIIBHO» ‘




oOyuaromuiics B pelleHUH ObLIH YaCTUYHO MPABUJIBHOE | OTBET HE COOTBETCTBYET
JlaeT MOJIHBIN U JOTIYILIEHbI pelieHue KPUTEPUAM OLICHKU
MPaBUJIbHBIN OTBET HE3HAUYUTEIIbHbIE CUTYallMOHHO- «YZOBJIETBOPUTEIBHO
Ha BOIIPOCHI OLINOKH, MIPUKJIAHBIX 3a]]auH,
3aJa4u; MoApoOHO apryMeHTauus HEJ0CTaTOYHAas
apryMeHTHPYET pelieHus apryMeHTalus oTBeTa,
peuieHue, JIOCTaTOYHas, 3HaHHE JINIIb
JEMOHCTPUPYET | IPOJEMOHCTPUPOBAHO OTJIEJIbHBIX
ri1y0oKoe 3HaHUE oO1iee 3HaHKE TEOPETHUYECKUX
TEOPETUUECKHUX TEOPETUUECKUX aCIEKTOB pEIICHUs
ACIIEKTOB PEUICHUS | AaCIEKTOB PELICHUs

4.2.3. Kputepuu onileHHBaHUs BHEAYIMTOPHOI CAMOCTOSITEILHOMH PadoThI
o0y4aromuxcst

Bunamu 3amaHuid i1 BHEAyAUTOPHOM CaMOCTOSITEIbBHOM padOThl MOTYT
OBITh:

- JUIS OBJIQJICHUSI 3HAHUSAMH: YTEHHE TEKCTa (y4eOHHKa, IEPBOUCTOYHHUKA,
JIOTIOTHUTEILHOM ~ JTIUTEPATyphl); COCTaBJICHUE IUIAHA TEKCTa; Tpaduyueckoe
H300pKEHHUE CTPYKTYPhl TEKCTA; KOHCTIEKTUPOBAHUE TEKCTA; BBITUCKUA U3 TEKCTA;
pabota cO ClOBapsAMH M CIPAaBOYHUKAMH, O3HAKOMJICHHE C HOPMATHBHBIMHU
JIOKyMEHTaMu; ydeOHO-HCClieIoBaTeNbCcKass paboTa; HCIOJIb30BAHUE ayJIho- H
BHJICO3aIIMCEN, KOMIIBIOTEPHOU TEXHUKU U HTEepHEeTa U 1Ip.;

- U1 3aKpeIUICHUS! W CHCTEeMaTu3allid 3HaHWUM: paboTa ¢ KOHCIIEKTOM
nekiuu (oOpaboTka TEKCTa); MOBTOpHAs paboTa HaJ Y4eOHBIM MaTepHaioM
(yueOHUKA, TIEPBOMCTOYHWKA, JOIMOJHUTEIBbHOW JIUTEpaTypbl, ayauo- U
BUJICO3AIMCE); COCTABJICHUE MIaHA U TE€3UCOB OTBETA; COCTABJIICHUE TAOUIL JJIst
CHUCTEMATH3allMM Yy4eOHOro MaTepuayia; W3yuYeHHE HOPMATHMBHBIX MaTEpHUasOB;
OTBEThl HA KOHTPOJBbHBIE BOIPOCHI; AaHAJIUTHYECKas oOpaboTKa TeKcTa
(aHHOTHpOBaAHUE, pELIEH3UpOBaHKE, pedepUpOBaHKME, KOHTCHT - aHAIU3 U Jp.);
MOJATOTOBKA COOOIIEHUN K BBICTYIUICHHIO Ha CEMUHape, KOH(pEpEeHIUY;
MOATOTOBKAa pedeparoB, MOKIAAOB; COCTaBICHUE OMOIMOTrpaduu, TeMaTHYECKUX
KPOCCBOPJIOB; TECTUPOBAHUE U JP.;

- 7151 GOPMHUPOBAHUSI YMEHUMN: pellIeHUEe CUTYaIIMOHHO-TIPUKJIAIHBIX 337124 U
YIPaXKHEHUI M0 00pa3ily; pellieHne BapUaTUBHBIX 33/1a4 U YIPAKHEHUI; peIIeHUe
CUTYaIlMOHHBIX TMPOU3BOACTBEHHBIX (TIpodecCHOHaIbHBIX) 3a7a4; MOJArOTOBKA K
JIEJIOBBIM ~ UTpaM; TMPOSKTUPOBAaHHWE M MOJACIMPOBAHUE Pa3HBIX BHUIOB U
KOMITOHEHTOB PO ECCHOHATILHOM JeATETLHOCTH.

Buael 3amaHuit s BHEaAyAMTOPHOM CaMOCTOSITEILHOM paboThl, HX
COJIEp’)KaHME U XapakTep MOTYT MMETh BapHaTUBHBIA U AU(dEpEeHIIMPOBAHHBIN
XapakTep, YYUTHIBaTh CHEUU(PUKY CHEHUATBHOCTH, HW3y4aeMOW UCIUILUINHBI,
WHIMBUAYaJIbHbIE OCOOCHHOCTH CTYICHTA.

[Ipu npenbsBiIeHUN BUIOB 3aJJaHUl HA BHEAYIUTOPHYIO CAMOCTOSITEIbHYIO
paboTy peKOMEHAyeTCsS HCIoJb30BaTh AuGdEpEeHIIMPOBAaHHBIM TOIXOI K
ctyaeHTam. [lepen BBIIOJTHEHHEM CTYJICHTaMHU BHEAYJIUTOPHOU CaMOCTOSITEIbHOU
paboThl TpenojaBaTellb MNPOBOAUT WHCTPYKTAX 110 BBIMOTHEHUIO 3aJaHUs,




KOTOPBI BKJIIOYAET Ledb 3aJaHus, €ro COAepX aHhe, CPOKH BBIMOIHEHHUS,
OPHEHTUPOBOYHBIN 00bEM PabOThI, OCHOBHBIE TPEOOBAaHUS K pe3yiIbTaTaM paboTHl,
KPUTEPHH OLIEHKU. B mpoliecce MHCTpyKTa)xa NpenojgaBaTesb MpeaynpekaaeT
CTY/ICHTOB O BO3MO>KHBIX TUITMYHBIX OIIMOKAX, BCTPEUAIOIIUXCS MIPU BBHIIOJTHEHUU
3afanug. VHCTPYKTaXX NMPOBOAUTCS IMpPENojaBaTesieM 3a cueT o0beMa BpEeMEHH,
OTBEJICHHOTO Ha U3y4YCHHE JUCUUIUINHBL

Bo Bpemsi BBINONHEHUS CTYJCHTaMH BHEAyJUTOPHON CaMOCTOATEIbHOM
paboTHl ¥ MPU HEOOXOJMMOCTHU TPEIOAaBaTeIh MOXKET MPOBOIUTH KOHCYIbTALUN
3a cyeT 0011ero O6ro1KeTa BpeMEeHU, OTBEICHHOTO Ha KOHCYJIbTAIUH.

CamocrosiTenbHas paboTa MOXET OCYIIECTBIATHCS WHAWUBUAYAJIBHO WIH
TpynnamMu CTYICHTOB B 3aBHCHMOCTH OT IIeNid, 00beMa, KOHKPETHOW TEeMaTUKU
CaMOCTOSITENIbHOM pabOThl, YPOBHSI CIIOKHOCTH, YPOBHSI YMEHUHN CTYICHTOB.

KonTtponb  pe3ynbTaToB  BHEAYAUTOPHOH  CaMOCTOSITENbHOM  paboThI
CTYACHTOB MOXET OCYIIECTBIISIThCA B IIpeleiax BpPEMEHH, OTBEIECHHOIO Ha
oOsi3aTenbHble  y4yeOHbIE 3aHATHS 1O JAUCUUIUIMHE W BHEAYJIUTOPHYIO
CaMOCTOSITENIbHYIO pabOTy CTYJAEHTOB IO JAMCLUIUIMHE, MOXET IPOXOJIUTh B
NUCHbMEHHOW, YCTHOM WM CMELIaHHOW ¢opme, C MPEACTABICHUEM H3AEIUs WIN
IPOAYKTa TBOPUECKOH 1€ATEIbHOCTH CTYACHTA.

KputepussMu OLIEHKM pe3yJbTaTOB BHEAyJAUTOPHON CaMOCTOSATEIbHON
paboThI CTyIEHTA SIBIISIFOTCSL:

- YPOBEHBb OCBOEHUS CTYACHTOM y4eOHOTO MaTepuania,

- YMEHHUE CTY/ICHTa HCIIOIb30BATh TEOPETHUECKNUE 3HAHUS MPHU BHITIOTHEHUH
MPAKTHYECKUX 3a7a4;

- c(pOpMUPOBAHHOCTH OOIIICYYECOHBIX YMEHHUIA;

- 000CHOBAaHHOCTH M YETKOCTb U3JI0’KEHHUS OTBETA;

- oopMIICHHE MaTepraia B COOTBETCTBHH C TPEOOBAHUSIMH.

4.2.4. Kputepuu oueHNBAHUS 3HAHUI U YMEHUIi 110 UTOraM
OCBOEHUS TUCIUNIMHBI

[IpomexxyTounasi artectanusi (MTOTOBBI KOHTPOJIb) MPOBOAUTCS B (hopme
HK3aME€HAa M TECTUPOBAHUSA B XOJ€ HK3aMEHAIIMOHHON CECCHUU C BBICTABICHUEM
WUTOTOBOM OLIEHKHU MO AucHUIUINHE. K 3K3aMeHy JOIMyCKalTCs CTYAEHTHI, YCIEIIHO
BBITIOJTHUBIIIUE BCE BHUJLI OTYETHOCTH, MPEAYCMOTPEHHbIE TIO JAUCIHUILINHE
y4eOHBbIM TUIaHOM. B Xoz€e 3K3aMeHa mpoBepsieTcsl CTENEHb YCBOSHUSI MaTepHaa,
YyMEHUE TBOPYECKH U TIOCIEJOBATENbHO, YETKO K KpPaTKO OTBeYaTh Ha
MOCTaBJICHHBIC BOMPOCHI, JeJdaTh KOHKPETHbIE BBIBOJBI W  (POpMYIUPOBATH
00OCHOBaHHbIE MpeiokKeHus. HMToroeas OlLIEHKa OXBaThIBAaeT MPOBEPKY
JIOCTUKEHUS BCEX 3asBJICHHBIX II€JIEH M3y4eHUs AUCIUIUIMHBI U MPOBOIUTCS IS
KOHTpPOJISl YPOBHS IOHMMAaHUSI CTyJEHTaMU CBSI3€d MEXKIY pa3IMYHbIMH €€
AJIEMEHTAMM.

B xoze UTOroBoro KOHTpOJIS aKIEHT JeaeTcsi Ha MPOBEPKY CIOCOOHOCTEH
CTYJICHTOB K TBOPYECKOMY MBIIIJIEHUIO U UCIOJIb30BAHUIO MOHSITUHHOTO anmnapara
JTUCIUIUIMHBL B PEHIEHUH TPO(PECCHOHATBHBIX 3aJad 10 COOTBETCTBYIOIIEH
CHEIHUATBHOCTH.



3HaHUA, YMEHUS U HAaBBIKM OOYYaOIIMXCS HAa 9K3aMEHE OLIEHUBAIOTCA IO
nATHOAIbHON cucteMe. OLeHKa OOBABISIETCS CTYIAEHTY MO OKOHYaHHMU €ro
oTBeTa Ha »dk3aMeHe. [lojoxuTenpHas OLEHKa (COTJIMYHO», «XOpOILIOY,
«yZIOBJIETBOPUTEIILHO») 3aHOCUTCS B 3a4E€THO-3K3aMEHAIMOHHYIO BEJAOMOCTb U
3aUETHYI0 KHWXKKY JIMYHO npenogasareneM. OLEHKa «HEYAOBJIETBOPUTEIBHO
IIPOCTABIIAETCS TOJIBKO B 9K3aMEHALIMOHHYIO BEIOMOCTb CTYCHTA.

OOmuUMH KpUTEPUSAMH, OIPEACIAIOIMMHI OLEHKY 3HAaHUU Ha 3K3aMEHe,
SABJISIFOTCSL:

COTIUYHOY «XOPOIIO» «yYJIOBJIETBOPUTEIILHOY «HEYJIOBJIETBOPUTEIBHO»
HaJau4yue HaJU4Ke TBEPJbIX HaJM4ue TBEPbIX HaJIM4YUe rpyobIX OUIMOOK B
IyOOKUX, U TOCTaTOYHO 3HaHUU B 00BeME OTBETE, HEIIOHUMAaHKE
WCYEPNBIBAIONINX | IOJHBIX 3HAHUH B | IPOWUJIEHHOIO Kypca B CYIIHOCTH U3JIaraéMoro
3HaHUM B 00bEME o0Beme COOTBETCTBUU C BOIIPOCA, HEYMEHUE
MIPOMIEHHOT O MIPOIIEHHOT O LEeIsIMU 00yYeHHUsI, HO MIPUMEHATH 3HAHUS Ha
Kypca B Kypca B W3JI0’KEHUE OTBETOB C | MPAKTUKE, HEYBEPEHHOCTD U
COOTBETCTBUU C COOTBETCTBUU C omubKaMu, HETOYHOCTh OTBETOB Ha
MTOCTaBJICHHBIMU LEIAMHU HCTPABJISEMbIMHU JIOTIOJTHUTEIIbHBIE U
porpaMmmoit oOyueHus, rnocine HaBOJSILIUE BOIIPOCHI
Kypca UelsiMu HE3HAYUTEIIbHBIC JOTIOTHUTEIBHBIX
oOyueHus, OIIMOKH TpH BOIIPOCOB,
MpaBUIbHBIE, OCBEILLCHUH HEO0OXOIUMOCTD
YBEpEHHbBIE 3a/1aHHBIX HaBOJSILIUX BOIIPOCOB,
JICUCTBUA T10 BOIIPOCOB, B LIEJIOM MPABUJIbHBIC
MIPUMEHEHHUIO MIpaBUJIbHBIE JEUCTBHUS 110
MOJIYYEHHBIX JIEUCTBUA 110 NPUMEHEHUIO 3HAHUI
3HaHUI Ha MIPUMEHEHHUIO Ha [IPaKTUKE
MIPaKTHKE, 3HaHWM Ha
IrPaMOTHOE U MIPAKTUKE, YETKOE
JIOTUYECKH W3JI05KEHUE
CTpPOMHOE Marepuana
W3J105)KEHUE
Marepuana npu
OTBETE, 3HAHHE
JIOTIOJTHUTEIBLHO
PEKOMEHIOBAHHOM
JUTEPaTypBI
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